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How do these help with safety awnd liveness? WHAT ARE

Replication allows us to guard against data loss. D ‘ STKl 6UFED S VSTEMS v

When ove replica crashes, we still have others to
hold our data. This ensures safety!

Ever tried to access a website, game, or any other

Doww detection allows us to learn when a server server-based application, and were met with i+ being
has crashed. T we are aware of +this, we can do naresponsive, slow, or outright maltunctioning?
something about 1+, such as deleting the server so
that our system can continue rumning past an
uiresponsive redquest. This ensures liveness!

SR TS
REONNECTING
. P

Hooray!l We now know some ways that our systems
can Tight faults!

PLAMER 2 DIS(ONNECTED

Good wews! This already exists!
Dealing with these issues is what
distributed systems is for.
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How TO

FIGHT FauLTS

Now that we’ve covered the different types of
faults, lets learn some techvidques to tolerate theml

To help keep safety avd livenwess in the crash fault
model, we can use...

KEPLICATION

Replication is the practice of making multiple copies
of data. The backup servers we previously mentioned
are an example of this.
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Replication also helps us with:
-Data locality: keeping data close to clients that
may veed it

-Scalability: Dividing work between replicas +o
avoid bottlenecking

S-AFET‘/ and LIVENESS

PROPERTIES

To understavnd faunlts, we should first understavd
safety and liveness properties. These properties help
us define what the correct behavior of a systewm is.
We can’t know what’'s wrowg if we dow’t know what's
right, right7

Eusuring safety properties is ensuring that nothing
“vad” will happen in how our program runs. They help us
define which states are incorrect for our systewm.,

Here, we input a kick. However, for whatever reason, +he
player puuches instead. Because our execution resulted v
av \icorrect state, it violated our safety property.
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But wait... if crash faults count as omission faults,
could i+ be that omission faults count as timing
fanlts?

You probably weren't thinking that, but I took a
class on this, so T already knew: Yes, they dol
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| ,kWHAT?! BUT How?

Think of it this way: Because omitted messages are never
received, they could be viewed as infivitely late messages.

Avd fivally, a Byzantine faunlt is whew a process behaves
M an arbitrary or malicions way. This encompasses all
of the previously covered faults.

That means if we
can havdle Byzantive
faunlts, we can havdle
any fanl+!

(this is insavely
difficult to do)

FauLT MoDELS

Fault wmodels provide us with a clear understanding
of the different types of faults that can occur v
our distributed systewm.

When we know what faults we might ewcounter,
we can design our system with respect to thewm.
We do this by ensuring our safety and liveness
properties hold even if a fault occurs.

SERVERS

\Cj ‘Wl" the SI’S‘l'tm be able ‘h) rg;ov(r?

There are mawy different kinds of faults, and the
classification of one fault may encapsulate another.
The man classifications are crash faunlts, omission
faults, timing faults, and Byzantive faults.

we'll begin by defining each owe.
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